TEVORA

Enterprise Risk Management

ERM Program Development

Enterprise Risk Management (ERM) is a strategic
tool that enables an enterprise-wide view of risks
and their potential impact on the organization’s
overall business objectives. Risk cannot be
removed entirely from organizations, and an
increasing reliance on third-party vendors for
outsourced services and products introduces
additional and often hidden dangers.

To be effective in today's complex, interconnected world,
information security must be addressed at the highest
levels of your organization, and not be viewed solely as a
technical specialty. Protecting the organization, managing
risk to an acceptable level, and providing measurements
and metrics to ensure achievement of organizational
objectives should be common goals for everyone across
your enterprise.
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How Tevora Helps You Build
Your ERM Program

1. Plan

+ Define a series of strategic activities
that establishes the objectives and
processes necessary to attain the
desired state of program maturity

2. Do

+ Identify a series of tactical initiatives
to implement the plan and execute
the process

+ Collect data for charting and analysis
in the next phases

3. Check

+ Define a series of measurement
criteria (measured and collected in
the previous phase)

+ Compare against the expected results
(objectives from the PLAN stage) to
ensure effectiveness and efficiency
of ERM Program and controls

4. Act

+ |dentify if new objectives or processes
should be defined based on output
from the previous phase

+ Revise the PLAN to set a new strategy
and downstream tactical initiatives
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Tevora relies on years of experience to deliver a proven
approach to your Enterprise Risk Management (ERM)
Program Development. Our proprietary HydraRisk Model
incorporates industry standard ERM frameworks including
COBIT and ISO and extends them to translate risk

Insightful Advice management into risk intelligence.

Expert Resource The Tevora HydraRisk Model uses five factors to develop

Conﬁdent Dehvery a comprehensiye ERI\/I program life gycle that enables you
to determine, prioritize and address risks — and gain the

oversight of assets — across your enterprise.

Our process includes:
Establishing context, vision and direction
Bold alignment throughout the organization
Developing roles and responsibilities
Building frameworks and methodologies
Creating oversight for policies, standards and controls
Reporting
Maturity and capability modeling
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