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Enterprise Risk Management (ERM) is a strategic How Tevora Helps You Manage
tool that enables an enterprise-wide view of risks Voo Verle Bk

and their potential impact on the organization’s
overall business objectives. Risk cannot be
removed entirely from organizations, and an
increasing reliance on third-party vendors for
outsourced services and products introduces
additional and often hidden dangers.

Tevora's vendor management
programs include key areas that
organizations need to address to
stay agile and risk-aware.

These include:

+ Vendor Selection Criteria
+ Vendor Evaluation Criteria

« Vendor Questions and Internal
Control Mapping

+ Risk Criteria, Assessment and

Exceptions
Increasingly, organizations are outsourcing core and + Cloud Service Provider Contract
non-core business functions to third-party vendors and Requirements

cloud-based service providers. This trend, along with the
need for multiple stakeholders to collaborate on a vendor
relationship, intensify the demand for an organization

to standardize and centralize its processes, policies and - Service Level Agreements
controls for effective vendor management. - Monitoring and Testing
(Right-to-Audit)

+ Privacy Requirements
+ Security Contract Requirements

Tevora's Vendor Risk Management is a key component
that is embedded in the customized vendor management
programs we develop.
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In the process of helping you define your organization's
critical processes, policies and controls for managing the
vendor life cycle, our specialized risk management experts
incorporate key processes and tools that allow you to identify
and assess any risks associated with your outsourced

: : products and services. Examples include standardized
I].’lSlghthl Advice vendor questionnaires that are mapped to your internal

Expert Resource controls, security contract and SLA requirements and risk
Conﬁdent Delivery criteria, assessments and exceptions.

We can also act as an extension of your organization to
manage the service provider evaluation processes that

are defined by your specific criteria whether it is to meet
MPAA, ISO, GDPR or any other requirements. By obtaining
and assessing the vendor's relevant SOC reports, ISO and
other compliance documentation and vendor responses to
your questionnaire, we can help you determine whether a
provider's security controls and data handling policies align
with your internal and imposed compliance obligations and
tolerance for risk.

Need a different kind of Risk Assessment?

Please refer to our datasheets for these Tevora Risk
Assessment products:

+ Enterprise

« Strategic

* Operational

+ Information Security

+ Information Technology
+ HIPAA

+ 1SO 27001 Risk

+ PCIDSS

* Risk Scenario Analysis
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